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EXTENDED ABSTRACT

With the rapid progress of digital technologies in recent years, the
shift towards cashless payments is accelerating on a global scale.
Among various cashless options, credit cards continue to grow
remarkably due to their unparalleled convenience and versatility.
In fact, the volume of credit card transactions, including cross-
border transactions, is increasing annually [5], underscoring their
indispensability for global payments and highlighting the need for
a robust credit card payment infrastructure.

In the current credit card payment scheme, each payment
transaction must go through an authorization process. This process
begins with a payment terminal generating a payment message
after reading the card information. The payment message is then
transmitted through multiple relay centers, such as payment
gateways, merchant acquirers, and international brand networks,
and finally reaches the card issuer for authorization. The payment
message includes essential transaction information, such as the
payment amount and date, as well as necessary card details such
as the card number, expiration date, and security code.

However, the current credit card payment scheme faces several
challenges. First, the security of card information in the payment
message during the authorization process is not sufficient; the card
information is handled in plain text to route payment messages
through relay centers, posing a risk of information leakage if
malicious employees are present at these centers [6]. Second, the
availability of the payment scheme is not sufficient, as a failure
in one of the relay centers or networks connecting them would
cause transaction interruptions, leading to a large-scale failure of
the payment system [3]. Third, the speed of payments may be
degraded due to transaction delays caused by increased network
latency. Network latency is especially problematic when networks
are congested due to payment transactions concentrations or when
transactions cross geographically distant countries, both of which
are inherently difficult to avoid. Speed and availability of payments,
as well as security, are critical issues for payment systems, and their
improvement are indispensable [7].

Numerous efforts have been devoted to enhancing the security of
credit card payment systems. For instance, Payment Card Industry
Data Security Standard (PCI DSS) compliance involves compre-
hensive security audits to ensure the protection of cardholder data
through practices such as regular network monitoring, vulnerability
scanning, and the implementation of strong access control measures.
Tokenization [1] replaces some of the sensitive information in the
payment messages, reducing the risk of data breaches. However,
these measures cannot fully prevent unauthorized access by mali-
cious employees at relay centers. Other studies explored solutions
for improving availability of payment schemes, such as offline
payment systems [2] and blockchain-based payment schemes [4].
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However, these studies remain a challenge in terms of compatibility
with existing financial infrastructures and handling of sensitive
information.

We propose a novel credit card payment scheme that enhances
security and availability by leveraging Trusted Execution Environ-
ments (TEEs). In this scheme, payment terminals, relay centers, and
issuer servers all process payment messages within their respective
TEEs so that card information is not exposed in plain text during
authentication. Leveraging TEEs allows payment terminals and
relay centers to process payment messages based on their content
while preventing sensitive information in the payment messages
from being disclosed to potentially malicious attackers at each
site. We also offload some of the payment authorization functions
from the issuer to the TEE at the relay center by exploiting a
data type similar to a conflict-free data type (CRDT) [8], which
allows the authorization process to be completed without a network
connection to the issuer’s server and without compromising con-
sistency. By combining TEEs with distributed authentication, our
scheme significantly improves security and availability compared
to existing solutions, while maintaining compatibility with existing
credit card payment systems.

We implemented the proposed payment scheme on Azure’s
Confidential Computing and evaluated it from the perspectives
of security, availability, and network delay resilience. To assess
network delay resilience, we compared the authorization processing
time during network delays with that of existing payment schemes.
Our evaluation showed that the proposed scheme achieved a
maximum reduction of 72% in processing time, demonstrating its
effectiveness in mitigating network delays and enhancing overall
performance.
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