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1 Introduction

In recent years, Windows has become a major target for malware
due to its large user base. In 2016, Microsoft released the Windows
Subsystem for Linux (WSL)[2], a subsystem that allows Linux en-
vironments to run on Windows. Since WSL is implemented as a
Windows subsystem, it offers the advantage of easy integration
with Windows, compared to Linux environments created using
third-party virtualization software. As WSL can execute Linux bina-
ries (ELF) directly on Windows without conversion, Linux malware
can also run on WSL. Given the close relationship between WSL
and Windows, malware running on WSL can potentially attack
Windows. It has been reported that Bashware, a type of malware
running on WSL, can bypass Windows security software[1]. Al-
though dynamic analysis is crucial for understanding malware
behavior, there is currently no dynamic analysis system capable of
analyzing malware that runs on WSL.

There are two versions of WSL: WSL1 and WSL2. WSL1 runs as
a small Windows process called a pico process. The pico process
invokes Linux system calls on Windows. These Linux system calls
are executed through a different pathway than the system calls
(Windows system calls) invoked by the NT process of Windows.
Therefore, Alkanet[3], which targets Windows system calls, cannot
trace Linux system calls. Figure 1 illustrates the configuration of
Alkanet. Alkanet employs two machines to trace system calls: an
execution machine and a logging machine.

To enable Alkanet to trace Linux system calls, it is necessary
to set hook points at appropriate positions obtain arguments, and
return values according to the system calls being traced. To make
Alkanet capable of analyzing malware running on WSL1, we enable
the tracing of Linux system calls and demonstrate its capability to
analyze malware running on WSL1.

2 Tracing WSL1

Because the Windows NT kernel cannot execute Linux system calls,
the LXCORE kernel driver is utilized to perform these executions.
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Figure 1: Overview of Alkanet for WSL1
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Approximately 300 Linux system calls are implemented within LX-
CORE, and the pico process executes these calls. Alkanet traces the
pico process by setting hook points in LXCORE from the hyper-
visor. To establish these hook points, it is necessary to avoid the
randomization of LXCORE locations by ASLR.

Alkanet can acquire the address of ntdll.dll from the LSTAR MSR,
but the address of LXCORE remains unknown. Consequently, hook
points are set in ntdll.dll just before the pico process executes a
Linux system call. Given that the transition from ntdll.dll to LX-
CORE occurs immediately before the execution of a Linux system
call, Alkanet can ascertain the address of LXCORE at that juncture.
This allows Alkanet to set hook points in LXCORE, circumventing
ASLR, and thus trace Linux system calls.

3 RESULTS

To demonstrate that malware running on WSL1 can be dynamically
analyzed using Alkanet, the operation was verified with a test
sample. It acts as a loader, executing scripts by downloading them
from a simulated C&C server. Specifically, it was confirmed that
system calls such as bind and connect for network communication,
openat for file access, and clone and execve for process creation
can be traced by Alkanet. Since these system calls are essential
to understanding the malware’s behavior, their tracing enables
dynamic analysis of the malware. The behavior of the test sample
was observed with Alkanet, confirming that its behavior can be
logged. The behavior of the test sample loading and executing the
scripts was monitored with Alkanet. The behavior observed using
Alkanet aligned with the behavior of the test sample.
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